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POLICY

Omni Hotels & Resorts uses a biometric identification system for Associate timekeeping. Omni
employs this system for the purpose of giving Associates secure access to Omni’s timekeeping
technology and to document clock in/out times and location(s).

PROCEDURE

This biometric identification system minimizes the need for Associates to manually fill out daily forms, as

well as improves the integrity of Omni’s timekeeping processes.

A. All new hire Associates will sign a Biometric Data Consent Form consenting to the collection and
processing of biometric data for use with Omni’s biometric identification system.

B. Collection and Processing

Omni’s biometric identification system, developed by Kronos (Omni vendor), uses a
temporary image of an Associate’s fingerprint to detect unique characteristics from the
image.

Kronos creates a digitized mathematical representation of the fingerprint characteristics,
called a “template,” and permanently discards the image.

Neither Omni nor Kronos retains or stores actual images of Associate fingerprints. Only
the template is stored in a central database, as well as on the time clocks at the
Associate’s property.

Supplemental materials regarding the biometric data collection and processing will be
provided to each Associate and are also available in the Associate Service Center or on
the|connection.

C. Retention and Destruction

The template will be retained by Omni until an Associate’s voluntary or involuntary
separation from Omni.

After such separation, Omni will purge all of the Associate’s biometric information from
the time clocks and from the database.

Printed copy not guaranteed to be the most current. Consult Omni Hotels & Resorts the|connection for latest version.
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Ease Employees’ Privacy Concerns

&4 KRONOS

about Biometric Technology

Biometric technology s quickly becoming the new
standard for verifying employees® identitics in the data
collection process, which in tumn contributes to more
secure' work  environments. While the benefits of
biometncs are well documented, employees are mising
concems about the way this technology could affect
their privacy rights.

Al Kronos, we understand and cmpathize with their
apprehension. To address the issue, we developed our
biometric termimal — the Kronos 4500 Touch D™
terminal with the specific intent to make sure
employees' privacy is protected.

Proven technology from

Iindustry leaders

The: first step in designing the Kronos 4500 Touch 1D
was o choose our business partners based on their
ability to provide privacy safeguards. We sclected
Bioscrypt, the indusiry-leading provider of biometnc
fingerprint technology, for the solc reasom that its
technology helps alleviate employees’ pnvacy concerns.
Bioscrypt 15 committed to providing the most sccure
biometric solutions possible and constantly searches for
the latest advances in sensor technolopgies and software
approaches to incorporate imo its offerngs.

Fingerprint versus

finger-scan technology

With Bioscrypt biometric technology at its core, an
unaltered Kronos 4500 Touwch 1D terminal docs nat
actually collect and store fingerprints. Instead, it saves a
mathematical representation of employees’ biometric
data.

This distinction is critical because fingerprinting anmd
finger-scanning  technology are actually two  viry
different technologies. Fingerprinting is the collection
and storape of the fingerpnnt tmage. Today these
fingerprint images are used by Automated Fingerprint
[dentification Systems (AFIS) for law enforcement or
forensic purposes

Fmger-scanning technology — wsed in data collections
terminals such as the Kronos 4500 Touch 1) terminal

also acquires the fingerprnt, but it doesn’t retain the
complete tmage. Instead, it storcs particular data about
the fingerprint in a much smaller template. So when the
Kronos 4500 Touch ID terminal scans a finger, only a
digital representation of the fingerprint is stored. As a
result, it's virtually impossible to restore the original

image.

Important AFIS differences

Besides the dispanities in fingerprinting and finger-
scanning  technology, the Kronos 4500 Touwch ID
terminal wses a different enhancement process than
AFIS devices, The Kronos 4500 Touch [D preserves
and enhances the ridge pattern from an employee’s
finger, Features such as scars, cuis, or crepses arc
removed since they can appear or digappear from
measurement to measurement and degrade the accuracy
of the comparizon,

AFIS devices are different because they  employ
minutia-based comparison techniques — using sears for
example — a8 part of the comparison. Since these
Components ans remmoved dqul.H our enhancement amd
compression process, the mathematical representation
that serves as a Krones 4500 Touch ID template is
unsuitable for AFIS identification systems, This means
cmployers can't access employees' past records, and
they can't re-create their fingerprints for any purpose,
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There are even more key differences that can help ense
USETS™ CONCETNS:

+  Ridge versus minutin — The Kronos 4500
Touch 1D terminal relies on the ndge patiemns
in the core of the scanned finger, which does
nod contain minutie data in the  scanped
template. AFIS devices rely on the entire rolled
fingerprint image to capture the ninutia points
in and around the core of the Angerprint.

s Lower resolution — The resolution required
to define the fingerprint ridge pattern for the
Eronos 4500 Touch 1D terminal is 160 dots per
inch {dpi); this is much lower than the 500 dpi
resolution required by AFIS devices,

»  Smaller image size — Our terminal wses solid-
state sensors with sctive areas of less than %" x
1", AFIS devices requirg a full messure of the
finperprint, which is typically a rolled
Angerprint image,

Biometric system accuracy and integrity

Emplovers and employees alike can rest assured that the
Kronos 4500 Touch 1D terminal is highly accurate amd
almost  impossible  to  deceive.  Several  securily
components are integrated inte all fingerprint sensors
usedd within the Kronos 4500 Touch 10} terminal. These
include a dynamic optimization process that provides
high fngerprint image resolution and quality for very
low false acceptance mates and sctive anti-spoofing
wchnology, which helps reggect fake fingers. The
combination of these technologies contributes to the
most powerful biometnc solution in the idustry.

For example, the biometric technology used in the
Frones 4300 Touch ID terminal uses a sub-surface
technology that images below the surface layer of the
skin, Unlike other technologies such as DO capacitive,
gkin surface conditions do not limit the ability of the
sensor to capture fingerprint data, Calluses, dryness,
dirt, moisture, the effects of aging, or even contaminants
have little or no effect because this technology captures
the employee’s live fingerprinl from bencath the
surface,

And with the active anti-spoofing technology, the
Krones 4500 Touch 1D immediately detects the
presence of fake fingers. Any attempt to place a surface-
based fake finger — rubber stamps, finger molds, latex
fingers, ete. — is rejected instantly because mo image is
acquired from the sensor,

The Kronos 4500 Touch D terminal: Your solution for
alleviating employees” privacy concermns shout biometric
technology.

¢ Mathematical representations — The Kronos
4500 Touch 1D terminal technolopy doesn't
store actual fingerprints, just mathematical
representations,

«  Incompatible with AFIS devices — The
terminal uses umique resolution, fingerprint
size, and image enhancement processes, which
make all date virually incompatible with
AFIS.

«  Highly aceurate — The Kronos 4500 Touch
1D terminal ensures fast, accurate identification
and eliminates false reads.

For more information on biometne technology or ihe
Kronos 4500 Touch ID terminal, please contect your
local Kronos sales office.

2000, Kronos Incorpeestod. Kronos, and the Kronos logo ane registered trademarks and Kronos 4300 Touch ID and “Improving tke Perlbmance: of Feaple and
Business™ are trademarks of Kronos Incorporated or a relatad company, Adl oliser product and company sames meationed are used for [dentification purposes only, amd
may he the trademarks of their respective owners, All specifications ane sebject to change. All rights reperved
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